
Math 5410             Final Exam            Spring 2012
Answer all questions (provide partial solutions if you can not solve a question). Your 
answers should be clear, concise, and correct. As this is an exam, hand in only your own 
work. Exams are due in my mailbox (UCD -Building 6th floor) by 2:00, Tuesday 
May 8. 

1. Show that if C is a linear [n,k,d] self-dual code (C = C⊥ ) then n must be even.

2. Suppose the Merkle-Hellman Knapsack Cryptosystem has as its public list of sizes 
the vector
                t = (1394, 1256,  1987, 439, 650, 724, 339, 2303, 810).
If Oscar has discovered that the prime used to set up the system is 2503,

    a) Determine, by trial and error, the value of a so that a-1 t mod p is a permutation 
    of a superincreasing list.

    b) How would Oscar decrypt the ciphertext 2896? (Answer is a binary string) 

3. Use the Pohlig-Hellman algorithm to find the discrete logarithm of 107 to the base 2 
in Z181, i.e., solve for x : 2x = 107 mod (181). [Note: I expect to see the details of the 
Pohlig-Hellman algorithm, the answer alone is not sufficient, nor is any other method 
for obtaining it.]

4. A dishonest dealer might distribute "bad" shares for a Shamir threshold scheme, i.e., 
shares for which different t-subsets determine different "secrets". Given all w shares, 
we could test the consistency of the shares by computing the secret for every one of the 

wt  t-subsets of participants, and verifying that the same secret is computed in each 

case. Describe a more efficient method of testing the consistency of the shares.

5. In (simple) Fermat factorization of the odd integer n, the sequence {t2 – n} is 
checked for squares where t = [sqrt n] +1, [sqrt n]+2, ... . One generalization of 
this technique uses a small integer k, and checks the sequence {t2 – kn} for 
squares where t = [sqrt(kn)] +1, [sqrt(kn)] + 2, ... . In this case, if we find a square 
when t = a, then a2 – kn = b2 and we obtain the factorization kn = (a+b)(a-b). If 
a+b > k then gcd(a+b, n) will be a non-trivial factor of n (hence the requirement 
that k be small).

a)  Prove that if k ≡ 2 mod 4 then we can not factor a large odd integer n using 
this generalized Fermat factorization with this choice of k.

b) Prove that if k = 4, and if generalized Fermat factorization works for a certain t, 
then simple Fermat factorization (with k = 1) would have worked equally well.



     6. Let p ≡ -1 (mod 3) be prime.
a) Show that there exists d with 3d ≡ 1 (mod p-1).

b) Show that if a3 ≡ b (mod p) if and only if a ≡ bd (mod p). This shows that every 
integer mod p has a unique cube root.

c) Show that y2 ≡ x3 + 1 (mod p) has exactly p + 1 points (including the point O). 
(Hint: Apply part (b) to y2 - 1.)
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