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Introduction
How should Peggy prove to Victor that she is who she 
claims to be?

This is not a simple question to answer. No matter what 
scheme is used it should be true that:
  1) Honest parties should be able to prove and verify 
identities correctly, and
  2) A dishonest third party (Oscar) should not be able to 
impersonate Peggy.

  The second condition includes the possibility that Victor 
is dishonest and can, after getting the information from 
Peggy, turn around and impersonate her to someone else.



  

Introduction

A common special case arises when Victor is a 
computer (or bank computer) on which Peggy has an 
account. The typical way of handling this situation is for 
Peggy to have a password. Unfortunately, there are 
several problems with this system.
1. Peggy must transmit her password securely else any 
eavesdropper can steal her password and impersonate 
her,
2. Peggy must have previously set up the password for 
identification purposes, and
3. Victor can impersonate her since he has the 
password.



  

Introduction

Encryption alone will not deal with the first problem. 
Oscar merely has to copy Peggy's encrypted password 
and use it to impersonate Peggy (he actually doesn't 
know the password, but Victor doesn't know that).

The critical difficulty with all three problems is that the 
password doesn't change. In order to deal with this we 
will need to introduce some form of randomness or time-
stamping (password not valid after some time)  into the 
scheme.



  

Challenge-Response

Let's drop the password idea and suppose we have a 
public key cryptosystem (a private key system would also 
work, but we will ignore that possibility).

A challenge-response system would work as follows:
Challenge: Victor sends Peggy a cryptogram formed by 
encrypting a random message with her public key.
Response: Peggy responds with the decrypted message.

(We could do this with a digital signature scheme as well: 
Victor sends Peggy a random message to sign.)



  

Challenge-Response

Peggy still has a concern with the Challenge-Response 
protocol, especially if she has to frequently identify herself 
to Victor. 

  Could Victor be sending specially crafted messages that 
would enable him to accumulate information that will allow 
him to impersonate her later?

  Peggy would like to provide no additional information 
(other than the fact that she is Peggy) through the 
scheme. We shall examine a method which has this 
property.



  

Interactive Proofs
Consider the following situation.

Peggy knows a proof of the fact that two graphs G
1
 and 

G
2
 on the same set of vertices are not isomorphic. She 

wants to convince Victor that she knows this proof, 
without telling him the proof (since she thinks he might 
publish the result himself). Here is a protocol which makes 
this possible. 
  There will be a number of repeats of the following cycle:
 1. Victor randomly picks an index i (1 or 2) and a 
permutation π of the vertices of either graph, calculates 
the graph H = π(G

i
) and sends this to Peggy.

 2. Peggy has to determine which graph H is isomorphic 
to and tells Victor.



  

Interactive Proofs
If Peggy gives the correct response, Victor starts another 
round – otherwise he rejects Peggy's claim that she knows 
a proof.

If Peggy successfully responds for a predetermined number 
of rounds, Victor accepts Peggy's claim. 

If Peggy has a proof (i.e., there is a property that one graph 
has that the other doesn't) then she will always get the 
answer right and Victor will accept her claim.

But if she doesn't have such knowledge, she is reduced to 
guessing and has the probability of ½ of guessing correctly. 
After t rounds, the probability of her always guessing 
correctly is only 1/2t which is very small for large t.



  

Zero-Knowledge Proofs
A Perfect Zero-Knowledge proof is an interactive proof 
which when finished gives Victor no additional information 
beyond that which he could have calculated himself.

An example of such a proof is given by:
  Peggy knows that graphs G

1
 and G

2
 are isomorphic and 

wishes to convince Victor that she knows this without 
producing the isomorphism.

 The scheme is carried out in t rounds. One round 
consists of:
  1. Peggy picks a random permutation π and sends Victor 
the either the graph H = π(G

1
) or H = π(G

2
).



  

Zero-Knowledge Proofs
2. Victor chooses an index i ( 1 or 2) and sends this to 
Peggy.
3. Peggy computes the permutation σ so that H = σ(G

i
) 

and sends σ to Victor.
4. Victor checks that H = σ(G

i
).

If Peggy knows the isomorphism, she can always 
calculate σ. On the other hand, if she doesn't she can only 
correctly respond if Victor's choice of index is the same as 
the one she used to form H. The probability of this 
happening is 1/2, so after t rounds the probability of her 
always responding correctly is only 1/2t. 



  

Zero-Knowledge Proofs

What makes this a perfect zero-knowledge proof is that all 
that Victor ever sees is an isomorphic copy of either G

1
 or 

G
2
 and the isomorphism involved. He did not have to 

interact with Peggy to get this information ... he could 
have just randomly generated these isomorphisms 
himself.



  

Fiat-Shamir Identification Scheme

An application of zero-knowledge proofs can be found in 
the identification scheme proposed by Fiat and Shamir in 
1987 and modified a year later by Feige, Fiat and Shamir. 
This scheme was suggested for use in the account holder 
– cash machine interaction. For a brief time the U.S. Army 
tried to have this paper classified as top secret (and 
failed).
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